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NHO®OPMALIMOHHAA [TAMATKA
JUIA OBYUAIOIINXCA 1JIA PASMEILEHUA
HA OOUIIMAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJbHUKM OJIHM W3 CaMbIX aKTHUBHBIX IOJb30BaTenel PyHera. Mexny Tewm,
MIOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEHN, MHTEPHET HECET U TPOOIeMbl. JTa
naMsTKa JI0J>KHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

KomneroTepHbie BUPYChI

KoMIbroTEpHBIN BUPYC - 3TO Pa3HOBHJIHOCTH KOMIBIOTEPHBIX IPOrPaMM,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHUIO.
B nmonosiHeHHE K 3TOMyY, BUPYCHl MOTYT IOBPEIUTh WIH IOJHOCTBEO YHHUUYTOXXHUTh
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3almynieHa 3apaKeHHash Mporpamma, a Takke MNOBPEIUTh WU JaXe YHUUYTOKUTH
ONEpallMOHHYI0 CHCTEMY CO BceMHU (aiiamu B LeJIoM. B OOJBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeToabl 3a1UThl OT BPEAOHOCHBIX TPOrPAMM:

1. Mcrionb3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMbI, HMEIOLIUE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. IlocrossHHO ycraHaBnuBai mnauTud (UKMdpoBBIE 3aIlIaTKH, KOTOPBIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C LEIbI0 JOPAa0OTKM MHpPOTpamMMbl) U JIpyrue
OOHOBIJICHHS CBOEH oneparimoHHOM cucTeMbl. CkaunBail UX TOJIBKO C O(HUIIHAIBHOTO
caifra pa3paborunka OC. Ecnu cymiecTByeT pexuM aBTOMaTH4E€CKOr0 OOHOBJICHUS,
BKJIFOYH €T0;

3. PaboTaii Ha cBOeM KOMIBIOTEpE TIOJ TpaBaMH IIOJIH30BaTEsA, a HE
aIMUHUCTpAaTOpa. OJTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. cionp3yil  aHTUBUPYCHBbIE TPOrPAMMHBIE  MPOJIYKTHI  M3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMITBIOTEPY AJIS IOCTOPOHHUX JIULL;

6. Mcnonb3yil BHEIIHWE HOCUTEIN MH(MOpMAINK, Takue Kak (Quielika, JUCK
Wid (paiia U3 UHTEPHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIC (ailiibl, MOJYYCHHBIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlake Te (pailyipl, KOTOpHIE MpUCTIaT TBOM 3HAKOMBIH. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Bu nepenaun JaHHBIX, HE TEXHOJIOTHS, & BCETO JIUIIL OPEH],
Mapka. Eme B 1991 roay HuaepiaHjckash KOMITaHUS 3aperucTpupoBaja OpeH.
«WECA», uto o6o3nayano cinoBocoueranue «Wireless Fidelity», koropsrii
NEPEeBOAUTCS KaK «OecpoBOAHAS TOUHOCTD.



Jlo Hamrero BpeMeHH JIoIuIa apyras abbpeBuarypa, KOTopas sSBISICTCS TaKOU
XKe TexHosorue. Ito abbpeBuarypa «Wi-Fi». Takoe HazBaHue ObLIO JTaHO C
HAMEKOM Ha CTaHJIapT BhICIICH 3ByKOBOI TexHUKH Hi-Fi, 4To B mepeBojie o3HavaeT
«BBICOKAsI TOYHOCTDH.

Ja, OecryaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0/1a B UHTepHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, UTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CogeTsl 10 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsx Wi-fi:

1. He nepenasaii cBoro InuHyto nHpopMarmro gepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, KeJlaTeTbHO HE BBOAUTH MAPOJIN JTOCTYIIA, JIOTHHBI M KaKHe-
TO HOMEPA;

2. Ucnonb3yit 1 0OHOBJISIIT aHTUBUPYCHBIE MTPOrpaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkimtoun pynkumio «O061mumii noctyn K daitinam
u npuHTepam». JlaHHas GyHKIMS 3aKpbiTa MO YMOJTYaHUIO, OJHAKO HEKOTOpbIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe win yueoe;

4. He wucnons3yii myOonumuneii WI-FI nms mepemaunm JMYHBIX JTaHHBIX,
HaIpUMeED, SIS BBIXO/1a B COIUATIBHBIE CETU WU B DJIEKTPOHHYIO MOYTY;

5. Ucnonb3y# TOJIbKO 3amuiieHHoe coequnenue uepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunsHOM Tenedone orkmoun (yHkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'. He nomyckall aBTOMATMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CormanbHbie ceTH

CornuanpHbIe CETH aKTUBHO BXOJAT B HAITy KM3Hb, MHOTHE JIIOIU PaboTaroT
W KUBYT TaM TMOCTOSIHHO, a B Facebook yke 3aperncTpupoBaH MIJITHAP.T YETOBEK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKUTEJEH IUIaHEThl. MHOTHE NOJIB30BATENINA HE
MOHUMAIOT, YTO HH(POpMAIMs, pa3MEIIeHHass UMU B COIMAJIBHBIX CETSIX, MOMKET
ObITh HalJeHAa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.

OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuyb CUCOK apy3eil. Y TeOs B APy3biX HE JOHKHO OBITh CITy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammiai CBOIO YacTHYIO >KM3Hb. He ykaspiBail maponu, Tene(oHBI,
aapeca, JaTy TBOETO POXKICHHUS W JIPYTyl0 JIHYHYIO  HHGOPMAIHIO.
3110yMBIIICHHUKHA MOTYT UCITOJIB30BaTh Jake HH(POPMAIIUIO O TOM, KaK Thl 1 TBOH
POIUTENHN TUTAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3amuiiail CBOIO pemyTaluio - AEP>KU €€ B YUCTOTE U 3a7aBaii cede BOIpocC:
xoTen OBl ThI, YTOOBI JPYTHE IIOJH30BATEIN BHJEIH, YTO Thl 3arpykKaciib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecaum Thl TOBOPHIIG C JIFOABMH, KOTOPBIX HE 3HACIIh, HE UCIIOJIB3YH CBOE
peasibHOE MMS U JIPYTYIO JUYHYI0 WH(GOPMAITMU: UMSI, MECTO JKUTEIHCTBA, MECTO
yueObl U TIpoUee;

5. N3berait pazmemenus pororpaduii B IuTepHeTe, rae Tol H300pakeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIOIOKECHHE;



6. Ilpu peructpaumu B COLMAIBHON CETH HEOOXOAMMO HCIOIb30BATh
CJIOXHBIE TAPOJIH, COCTOSALIUE U3 OYKB U LIU(PP U C KOJUYECTBOM 3HAKOB HE MEHEe
8;

/. Jlns couMalbHOM CeTHU, TMOYThl M JAPYrMX CalToB HEO0OXOIUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIIIEHHUKH
MOJIy4aT JOCTYI TOJBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

DIIEKTPOHHBIE IEHBI U

DNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CMOCOO IIATEKEW, OJHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEeKTPOHHBIE IEHbI'M MOSIBUIIMCh COBCEM HEJJABHO M UMEHHO M3-3a 3TOrO BO
MHOTHX T'OCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e onr PyHKIIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, T/I€ UX
pa3zeNsaoT HA HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HUIa B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiacTcsi MpOBOAUTH olepanuu 0e3
UJCHTU(UKAIINY TT0JIb30BATEINs], @ B HCAHOHUMHBIX UJCHTU(UKAIIUS MT0IH30BaATENSA
SBIIETCS 0053aTEILHOM.

Taxxke crnemyer pasnuyaTh DSJIEKTPOHHBIE (QuaTHbIe JACHBIU (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI IO 0€30IMacHON PabOTe C INECKTPOHHBIMU JIEHBAMU:

1. IlpuBsiku K cyeTy MOOWIIbHBIN TeNePOH. ITO camblil yIOOHBIN U OBICTPHIiA
Croco0 BOCCTAaHOBUThH AOCTYyN K cuery. lIpuBsizanHbI TenedoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucrionp3yit omHOpa3oBbie mapoiu. llociie mepexoma Ha YCHUICHHYIO
aBTOpHU3alMI0 TeOe yke He OyleT YrpoKaTh ONACHOCTh KpPakKM WM IepexBaTa
MJIATEKHOTO MaAPOJIS;

3. BriGepu crnoxusiii mapons. [Ipectymuukam OyaeT HE MPOCTO yrajaaTh
CJIOKHBIN Naposib. HagesxHble mapoJid - 3TO MapoJiv, KOTOPbIE COIEPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B C€0s1 CTPOUYHBIEC U MTPOMKUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO
CUMBOJIOB, TaKuM€ KaK 3HAaK Jojuiapa, (yHTa, BOCKJIMIIATENIbHBIA 3HAK M T.II
Hanpumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTPOHHAS MTOYTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTU IO
NEPECHUIKE U MOJTYYEHHUIO ANEKTPOHHBIX COOOUIEHUH, KOTOPBIE PACTIPEAEIISIOTCS B
KOMMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJSIUT
CIeIyIoIUM 00pa3oM: UMsI_TOb30BaTensi(@umMs_JomeHa. Takxe Kpome nepenadu
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTH TIEpe/iaBaTh (pailiibl.

OCHOBHBIE COBETHI 10 O€30IMaCHOM pabOTe C AIEKTPOHHOM ITOYTOM:

1. Hago BBIOpaTh TpaBWIBHBIA TOYTOBBIM CEpBHC. B WHTEpHETE €cCTh
OTPOMHBIN BHIOOP OECTIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE€ IOBEPSThH TEM,
KOTI'0 3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBail B TUYHOM MouTe JUUHYIO0 HHpopMmaruio. Hanpumep, myurie
BbIOpaTh «My3bIKaNbHbIN _(panaTt@» mm «pok2013» BmecTo «reMal3y;



3. Ucnonp3yil ABYXATamHyH0 aBTOPH3AIMI0. DTO KOTJa TMOMHUMO MapoJis
HY>KHO BBOJUTH KOJI, TPUChUIaEMBbII 0 SMS;

4. BriOepu CIOXKHBIN Maposib. sl KaxXa0ro MoYTOBOIO SIIIKKA I0JKEH OBbITh
CBOM HAJICKHBII, YCTOMYHUBBIN K B3JIOMY NapOJIb;

5. Ecim ecTth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Uconb3yl HECKOJIBKO IMOYTOBBIX SIIMKOB. IlepBBIi 11 4YacTHOM
MEPEINUCKU C aJipecaraMu, KOTOPHIM Thl JOBEpsiClb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOIh30BATh MPU PETUCTPAIINU Ha (opyMaxX U CalTax;

7. He oTkpwiBail Qailibl u Ipyrue BIOXKEHHUS B MHCbMAax, JaXKE €CIU OHH
NPUIUIM OT TBOUX Jpy3el. Jlyule yToOuHM y HHMX, OTIPABIISUIM JUM OHU TeOE ATH
Gaitnbr;

8. [locne oxoHuaHWs pabOTHI Ha TMOYTOBOM CEpPBHCE IMEpell 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HaXKaTh Ha « BBIATIY.

KubepOymuiuHr unu BUPTYyaabHOE U3/€BATEIBCTBO

KubepOymuHr -  mpeciieqoBaHUE  COOONICHUSIMHU,  COJIEp KAIIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJIUTaHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI IO OOPHOE ¢ KHOESPOYIITMHTOM:

1. He Gpocaticsa B 60ii. JIydmmii crmoco6: mocoBeToBaThCA Kak ceOsl BECTH U,
€CJIM HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHA4ajl€ YCIOKOUThCSA. Eciu Tbl
HayHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO emie OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Yupapisi cBoell kubeppemnyTauuei;

3. AHOHUMHOCTh B ceT MHHMas. CyIecTBYIOT CIOCOOBI BBISCHHTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BEeCTHM XYJIUTAaHCKUW 00pa3 BUPTyaJlbHOW Ku3HH. MHTEepHeT
(buKCUpyeT BCE TBOM JIEHUCTBHSI W COXpaHSICT WX. YJIUTh UX OyJeT KpaiHe
3aTPYJHUTEIIBHO;

5. Cobmro1ait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOY;

6. UrHopupyii enuHuyHbld  HeraTuB. OIHOpa30BblE OCKOPOHWTENIbHbBIE
COOOIICHHMS JTyuIlie UTHOpUpOoBaTh. OOBIUHO arpeccus MpeKpariacTcs Ha Ha4albHON
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIIEHUSIMU, B
COITMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
ONPEAECICHHBIX aJIPECOB;

8. Ecnu ThI cBUaeTeNnb KMOEepOyuMHra. TBOU NEMCTBUS: BHICTYIUTh MPOTUB
npeciieioBaTens, MOoKa3aTh €My, 4YTO €ro JACHCTBUS OILICHUBAIOTCSI HETATHUBHO,
MOJAJACPKaTh KEPTBY, KOTOPON HY)KHA IICUXOJIOTHYECKash MOMOIlb, COOOIIUTH
B3pPOCIBIM O (haKTe arpecCUBHOTO TTOBEJICHHS B CETH.

MoobwunbHbI# Tenedon

CoBpeMeHHbIe CMapTQOHBI U TIAHIIIETHI COJIEPXKAT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH
KoMIibroTepamMu. OHAKO, CPEACTB 3AIUTHI IS TIOJIOOHBIX YCTPOUCTB TIOKA OYEHB



Majo. TecTupoBaHue U MOUCK YSI3BUMOCTEN B HUX IPOUCXOJIUT HE TAK MHTEHCUBHO,
kak aia [1K, o ke camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ MNPaKkTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO pacHIMpeHue (QyHKIMOHAlla BIEYeT 3a CcoOOM
OOJIBIIYIO CIIO)KHOCTb Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIIHE
KPUTHUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Hudero He sBnsercs mo-HacTosmeMy OecruiaTHbIM. Byns octoposkeH, Beqb
Korja tebe mpenaraioT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUIATHBIE YCIYTH;

Hywmaii, mpexae uem oTnpaBuTh SMS, doto wmm Bugeo. Tl TOUHO 3HACIIID,
r7e OH1 OyTyT B KOHEYHOM UTOTE?

Heo6xoamumo 0OHOBIIATH OMEPaAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsI MOOMJIBHBIX TelIe()OHOB;

He 3arpyxaii npuiokeHusi OT HEM3BECTHOIO MCTOYHUKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro Kaxk Thl BBIIELIBL C cailTa, I7ie€ BBOJWI JUYHYIO MH(POPMALUIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

[leproanuecku npoBepsiil, Kakue IUIATHBIE YCIYyTW aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JlaBaii cBOMl HOMEp MOOWJIBHOTO Tele(OHAa TOJBKO JIOJASAM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSEIb;

Bluetooth nomkeH OBITH BBIKIIOYEH, KOT/Ia Thl UM HE TOJb3yemibcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpst

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO KpacoO4yHbIE, 3aXBaThIBAIOILNE
pa3BieUeHUsl, OOBbEIUHSAIONIME COTHH ThICSY YEJOBEK MO BceMy mupy. Urpoku
UCCIIEYIOT JTaHHBIM MM MHp, OOLIAIOTCS APYT C JIPYIOM, BBIMOJHAIOT 3a/1aHusl,
CpaXkaloTCsi C MOHCTpaMHM U MOJY4aroT ONBIT. 3a YIOBOJIBCTBUE OHHU IUIATST:
MOKYTAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT W MPUOOPETAIOT KaKHE-TO OIILUU.

Bce atu cpeactBa uayt Ha nojAepKaHUe U Pa3BUTUE UTPbI, @ TAK)KE HA caMmy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKy JJ1sl TPOTPaMM ), 3aKPhIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B n1o/100HBIX UTPax CTOUT OMACATHCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIUU OOJIBIINHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTU TBOETO UTPOBOTO aKKayHTA:

1. Ecniu npyroit urpok BeieT ceds MIOX0 WM CO3JaeT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. [loxkamy¥ics aAMMHUCTPATOPaM UIPhI HA TIOXOE MOBEJCHUE 3TOTO UTPOKa,
KeJlaTeIbHO MPUIIOKUTh KaKHe-TO JOKa3aTelbCTBa B BUJI€ CKPUHOB;

3. He yka3biBail muunyo nHGOpMaIHio B ipodaiiine urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnmmBait HeopuITMaIbHBIC TTATYH ¥ MOJIBI,



6. Mcrionb3yii CII0KHBIE U Pa3HbIE TAPOJIH;

7. Jaxxe BO BpeMsI UT'PbI HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Tl urpaemis,
TBOW KOMITBIOTEP MOT'YT 3apa3uTh.

QUIIMHT WM Kpaka JIMYHBIX JaHHBIX

OOBbIYHON Kpaskel JEHEr U JOKYMEHTOB CETOJIHS YK€ HUKOIO HE yJIUBHUIIb,
HO C DPa3BUTHEM HHTEPHET-TEXHOJOTUM 3J0YMBIIUICHHUKN IIEPEMECTUIINCE B
UHTEPHET, U MPOJOJDKAIOT 3aHUMAThCS «IFOOMMBIMY JIEIOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
TJIaBHAs IENb KOTOPOTO COCTOMT B TOJYYEHUH KOH(PHUACHLIUAIBHBIX JTaHHBIX
MI0JIb30BAaTENEH - TIOTMHOB U napoJeil. Ha anrnuiickom si3bike phishing untaercs kak
¢ummnr (ot fishing - peibHas 1081, password - Tapob).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnenam 3a cBoMM akkayHTOM. Eciii Thl OJ03peBacllb, YTO TBOS aHKETA
ObL1a B3JIOMaHa, TO HEOOXO0IMMO 3a0JI0KUPOBATh €€ U COOOIIUTh aIMUHUCTPATOpPam
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Vcnionb3yii Oe3omacHble B€O-CaliThl, B TOM YHCIIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yil cioxHbIE M pas3Hble Napoiu. Takum oOpa3om, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu T1e0s B3JOMalid, TO HEOOXOAMMO NPEAynpeauTh BCEX CBOHUX
3HAKOMBIX, KOTOpbIE J100aBieHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU U,
BO3MOYKHO, OT TBOETO MMEHU OYJET pacchlIaThCs ClIaM M CChUIKA Ha (PUITMHTOBBIE
CaMThI;

5. YcranoBu HaaexHbli napois (PIN) Ha MOOMIIBHBIN TENE(OH;

6. OTKJII0YM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpsiBail ¢aiiibpl U Ipyrue BIOXKEHHS B MUCHbMax, JaKe €CIA OHU
OPULUIM OT TBOUX Jpy3el. Jlydine yTouHM y HUX, OTIPaBISUIM JU OHU TeOEe ITH
(bab.

[udposas penyramnus

[udposas peryranus - 3T0 HeraTUBHAs UM IO3UTUBHAsI UHOpPMALUs B CETU
o tebe. Kommpomerupyromas nHpopMaius, pasMelleHHas B UHTEPHETE, MOXKET
CEphE3HBIM 00pa30oM OTpa3UThCS Ha TBOeW peanbHOU ku3HU. «lludposas
penyTanus» - 3T0 TBOM UMHJIK, KOTOPBIA (opMHpyeTcs U3 UHPopMaluuu o Tede B
UHTEpHETE.

TBoe MecTO KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE IIOJIOKECHHUE,
OCOOEHHOCTH XapakTepa U paccKas3bl O OJIU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noApOCTKU JETKOMBICIEHHO OTHOCSTCS K NyOJUKALMU JTUYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsl BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKeIIb IorafaThcsi 0 TOM, uTo ¢ororpadusi, pa3mellleHHas 5 JeT Ha3al, cTaia
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii u Ipyrue IeUCTBUS MOTYT
HE UCYE3HYTh JJaXe IMOCIIE TOT0, KaK Thl X YAAIHIIb. Thl HE 3HACIb, KTO COXPAHMII
3Ty uHGOpPMAaIIHIO, TI0Taja JIM OHA B TOMCKOBBIE CUCTEMBI M COXpaHWIIACh JIM OHA, a
IJIaBHOE: YTO MOJYyMAaIOT O TeOe OKpY’Kalollue JIOAH, KOTOpble HAWIYT U YBUISAT



310. Haiitn uHdopmaiuo MHOTo JIeT CIyCTS CMOXET JI00OH - Kak M3 J0OpbIX
noOyKJI€HUH, TaK U C HAMEPEHUEM IPUUMHUTB BPEJ. DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIMTE HU(PPOBOM pENMyTALNU:

1. Ilonymaii, mpexJie 4em 4To-TO IMyOJMKOBATh U NepeaaBaTh y ceOs B Oore
WIM B COLMAIIBHOM CETH;

2. B nHactpoiikax mpouis yCTaHOBH OTpaHMYEHUS HAa MPOCMOTP TBOETO
npouiIs ¥ €ro CoAEepP>KUMOro0, CIETal ero TOJIBKO «JUIs IpY3€il»;

3. He pa3memiaii u He yka3piBail MH(OpMALMIO, KOTOPasi MOXKET KOro-J1u0o
OCKOPOJISITh WK OOMXKATh.

ABTOpCKOE PaBo

CoBpeMEHHbIE IIKOJbHUKH - AaKTUBHBIE [OJB30BATENN  LHU(PPOBOroO
npoctpaHcTBa. OOHAKO JajleKko HE BCE 3HAIOT, YTO II0Jb30BAHWE MHOTUMU
BO3MOXKHOCTSIMH ~ IIU(PPOBOTO  MHpa  TpeOyeT  CcOONMIOJeHUs MpaB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCS K Ppa3IU4YHbIM
TBOPEHHUSIM YEJOBEUECKOIO0 yMa, HAayMHAas C HOBBIX HM300pPETEHUH M 3HAKOB,
0003HAYaIOIIUX COOCTBEHHOCTh Ha MPOJIYKTHl U YCIYT'H, U 3aKaHUUBas KHUTAMH,
¢dororpadusiMu, KHHOPUIBMaMU U MY3bIKaJIbHBIMU [TPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa HA MHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME IIPAaBa BBICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HHTEIUIEKTYaJbHBII/TBOPYECKHIM TPyl aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
paspelieHus aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacnpocTpaHsaTh, NyOJIUYHO JEMOHCTPUPOBATH, MpPOJAaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATh B 3(UpE WU
pasMmewars B IHTEpHETE.

Hcnonb30BaHne  «IUPATCKOTO»  MPOTPAMMHOIO  OOECIEYEHHUS] MOXKET
IPUBECTH K MHOTMM pHUCKaM: OT IOTEpPH JAaHHBIX K TBOMM AaKKayHTaM [0
OJIOKUPOBKHM TBOETO YCTPOICTBa, I/le YCTAHOBJIEHA HeJeraiapHas mporpamma. He
CTOUT TaKXke 3a0bIBaTh, YTO CYILIECTBYIOT JIeTaJlbHble U O€CIUIaTHbIE MPOTrPaMMBbl,
KOTOpBIE MOKHO HAUTHU B CETH.

O nopraine

CeteBUUOK.p( - TBOI IJIaBHBIM COBETUMK B CETH. 371€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYIHBIM $I3bIKOM, & MPU BO3HUKHOBEHHHU
KPUTUYECKOM CHUTyallud OOPAaTUTHCS 3a COBETOM. A TakXe MPUHATHh y4acTUE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !



